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. Mr, Nelson cited Tornado Cash's alleged failure to impose controls for illicit activity. 1
understand measures were taken to filter the tornado.cash front-end, Given that the
Tornado Cash back-end will operate unchanged as an anonymizing technology as long as
the Ethereum network continues to operate, who or what entity did OFAC believe was
reasonably responsible for imposing controls on the Tornado Cash blockchain contracts?

. Understandably, Tornado Cash, as a privacy technology, was also used by law-abiding
citizens to anonymize legal, on-chain personal transactions. Can innocent U.S. persons
who now have funds trapped in the Tornado Cash smart contract reclaim their funds? If
so, how should they go about this?

. Are otherwise innocent U.S. persons who receive unsolicited funds from SDN-listed
addresses in breach of law or regulation? What actionable steps should people in this
situation take to comply with sanctions obligations while recognizing that on blockchain,
individuals can receive funds unknowingly and unwillingly? Will OFAC release
guidance to provide clarity for individuals in this situation?

. To the extent valuable property is held at the sanctioned addresses, and to the extent a
law-abiding person is the only person able to remove said valuable property from that
address through the creation of an Ethereum transaction that they alone form and
undertake, is that property accurately described as belonging to that law-abiding person,
or does it, through some mechanism or legal fiction, belong to a person listed on the SDN
list?

. It is customary to afford due process to individuals and entities to appeal a sanction to
OFAC when they can demonstrate changed circumstances or submit additional relevant
information not previously made available to OFAC, How does OFAC intend to uphold
the appeals process for the sanctioned addresses that have no ability to appeal the
sanction to OFAC because the above-mentioned blockchain addresses are smart contracts
with no agency, corporate or personal, and as such cannot speak for themselves or those
whose funds they hold?







